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&5675&896-:;6<5 &=5;;65 >75? &@=A5;85  

8:8&@B86;;CD :6?5A5E 8;F7@ &7G9&G7;CD @&@9  

8 :5D@;8H:6= H@I8&C 6& ;8D*
 

@. =. J'('-, 8. =. 9')!,"' ( 3,")->!)!(KL(2) 

  !"#$%&'(( )*(+& !",-./"($#& $(!/(!01& 2 3)(-14(!1. 2%-14(#$)" 1 +%'!%-

#$1 2%+56.$(*!78 "$"2 !" 1!9*"#$*32$3*3 )741#-1$(-6!78 #($(:. ;%#$%&!!7: *%#$ 

*"#5*(/(-(!!78 "$"2 $15" «%$2"< ) %,#-3=1)"!11» 1 )1*3#!78 >51/(+1:, 5*%)%01*3(-

+78 #($()7+1 4(*)&+1, #)1/($(-6#$)3($ % !(%,8%/1+%#$1 1##-(/%)"!1& !%)78 +($%/%) 

<"'1$7 # 5*1!0151"-6!% !%)%: "*81$(2$3*%:. ?"2%( 1##-(/%)"!1( !()%<+%=!% 5*%)%-

/1$6 !" *("-6!78 2%+56.$(*!78 #($&8 ) #1-3 )%<+%=!78 5%#-(/#$)1: 1+1$"011 "$"2 

/-& 1!9%*+"01%!!%-$(-(2%++3!12"01%!!78 #1#$(+.  

?"21+ %,*"<%+, %/!%: 1< )"=!(:@18 <"/"4 ) %,-"#$1 <"'1$7 1!9%*+"011 &)-&-

($#& 1##-(/%)"$(-6#2%( +%/(-1*%)"!1( 1!9*"#$*32$3*!78 "$"2 1 +(8"!1<+%) <"'1$7 

%$ !18 # 0(-6. *"<*",%$21 1 $(#$1*%)"!1& >99(2$1)!78 +($%/%) 5*%$1)%/(:#$)1& 1+. 

A+1$"01%!!%( +%/(-1*%)"!1( 5*(/%#$")-&($ B1,21: +(8"!1<+ 1##-(/%)"!1& $"218 

#-%=!78 /1!"+14(#218 #1#$(+ 2"2 #1#$(+7 <"'1$7 1!9%*+"011 2%+56.$(*!78 #($(:, 

5%<)%-&& %5(*1*%)"$6 # *"<-14!7+1 !",%*"+1 5"*"+($*%) 1 #0(!"*1() "$"2 1 <"'1$7.  

C/!1+ 1< 5%/8%/%) 2 #5(01912"011 1##-(/3(+78 5*%0(##%) 1 #1#$(+ &)-&($#& 

$(%*($12%-+!%=(#$)(!!%( 5*(/#$")-(!1(.   !"#$%&'(: *",%$( 5*(/-"B"($#& $(%*($12%-

+!%=(#$)(!!7: 5%/8%/ /-& %51#"!1& +%/(-(: 1!9*"#$*32$3*!78 "$"2 !" 2%+56.$(*-

!7( #($1 1 +(8"!1<+%) <"'1$7 %$ !18 1 5*%)%/1$#& 9%*+"-1<"01& 1!9*"#$*32$3*!78 

"$"2, +(8"!1<+7 <"'1$7 %$ !18, " $"2=( #*(/7 18 )<"1+%/(:#$)1& (2%+56.$(*!%: #(-

$1). ?"2=( *"##+"$*1)".$#& #*(/" 1+1$"01%!!%B% +%/(-1*%)"!1&, ) 2%$%*%: *("-1<3-

.$#& 5*(/#$")-(!!7( 9%*+"-6!7( +%/(-1, 1 >2#5(*1+(!$7, 5*%)%/1+7( # 1#5%-6<%)"-

!1(+ /"!!%: #*(/7.   )1/3 %B*"!14(!!%#$1 %,D(+" /"!!%: *",%$7 )#( +%/(-1 #5(01-

9101*3.$#& $%-62% !" )(*8!(+ 3*%)!( 5*(/#$")-(!1&. 

:'0!1M "'/4MN)!(,'O +!)$. ;*(/#$")1+ )(*8!1: 3*%)(!6 +%/(-1 "!"-1<1-

*3(+%: 2%+56.$(*!%: #($1 ) )1/( 2%*$(=" , ,N T TP TR ! " , B/( T  – $15 $%5%-%B11; 

TP  – $%5%-%B1& #($1; TR  – $*"912 ) #($1. 

?15 $%5%-%B11 #($1 +%=($ ,7$6 <"/"! 2"2 , , , , , ,T Ln Bs St Rn Tr Mh Hbr# , #5(-

019101*3& #-(/3.'1( $157 $%5%-%B1:: Ln  – -1!1&, Bs  – @1!", St  – <)(</", Rn  – 

2%-60%, Tr  – /(*()%, Mh  – *(@($2", Hbr  – B1,*1/!"&. 

?%5%-%B1& #($1 ,TP H L  )2-.4"($ ) #(,&: H  – 3<-7 (8%#$7) )741#-1$(-6!%: 

#($1, L  – #)&<1 +(=/3 3<-"+1 )741#-1$(-6!%: #($1. 

?*"912 TR  %5*(/(-1+ ) )1/( P

iTR p $ , B/( ip  – 5"2($7 $*"912", P  – 5*%$%-

2%-, 2%$%*7: 1#5%-6<3($#& /-& 5(*(/"41 5"2($" p . % &i ip Par , B/( Par  – 5"*"+($*7 

5"2($" ) #%%$)($#$)11 # 1#5%-6<3(+7+ 5*%$%2%-%+.  

E"5*1+(*, /-& 5"2($%), 1!2"5#3-1*%)"!!78 ) #%%$)($#$)11 # 5*%$%2%-%+ IP, 

% &, ,IP

ip srcAddr dstAddr AP , " /-& 5"2($%) !" %#!%)( 5*%$%2%-" TCP – 

% &, ,TCP

ip srcPort destPort AP , B/( srcAddr, dstAddr, srcPort, destPort – %#!%)!7( 5"*"-

+($*7 5*%$%2%-%) IP/TCP ("/*(#" 1 5%*$7 1#$%4!12" 1 !"<!"4(!1&), AP – /%5%-!1$(-6-

                                                 
* F",%$" )75%-!&($#& 5*1 91!"!#%)%: 5%//(*=2( FGGA (5*%(2$ 10-01-00826-"), 5*%B*"++7 93!/"+(!-

$"-6!78 1##-(/%)"!1: CEA? FHE (5*%(2$ 3.2), B%#3/"*#$)(!!%B% 2%!$*"2$" 11.519.11.4008 1 5*1 4"#-

$14!%: 91!"!#%)%: 5%//(*=2(, %#3'(#$)-&(+%: ) *"+2"8 5*%(2$%) I)*%#%.<" SecFutur 1 MASSIF. 
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!7( "$*1,3$7 5"2($", )2-.4"& 5%-(<!3. !"B*3<23. J!%=(#$)% 5"2($%) P

ip  B(!(*1*3($-

#& +!%=(#$)%+ 5*1-%=(!1: PO . 

:'0!1$ $,P(3+)(L")L(,.Q 3)3". J!%=(#$)% +%/(-(: 1!9*"#$*32$3*!78 "$"2 

!" )(*8!(+ 3*%)!( 5*(/#$")-&.$#& ) #-(/3.'(+ )1/(: ,A TA CA , B/( TA  – $15 1!-

9*"#$*32$3*!%: "$"21, CA  – 5"*"+($*7 *("-1<"011 "$"21.  

?15 1!9*"#$*32$3*!%: "$"21 +%=($ <"/")"$6#& ) #-(/3.'(+ )1/(: 

, , , ,, , ,n m n m n m n mTA Wrm DDoS AoR AoDNS , B/( 
,n mWrm  – *"#5*%#$*"!(!1( #($()%B% 4(*)&, 

,n mDDoS  – *"#5*(/(-(!!"& "$"2" $15" «%$2"< ) %,#-3=1)"!11», 
,n mAoR  – "$"21 !" +"*-

@*3$1<"$%*7, 
,n mAoDNS  – "$"21 !" DNS-#(*)(*"; 5(*(+(!!"& n #-3=1$ /-& 1/(!$1912"-

011 $15" "$"21 !" )(*8!(+ 3*%)!( 5*(/#$")-(!1& +%/(-1 (!"5*1+(*, !"<)"!1( $15" "$"21), 

m %5*(/(-&($ 5"*"+($*7 <"/"!!%B% +(8"!1<+" "$"21 (!"5*1+(*, 1#$%4!12 "$"21).  

C51@(+ +%/(-1 #($()%B% 4(*)& 1 *"#5*(/(-(!!%: "$"21 $15" «%$2"< ) %,#-3=1-

)"!11», 2"2 !"1,%-(( 4"#$% )75%-!&(+78 1!9*"#$*32$3*!78 "$"2. 

C5*(/(-1+ #($()%B% 4(*)& # 5%+%'6. $(%*($12%-+!%=(#$)(!!78 +%/(-(:: 

, ,  ,  , ,  , , , ,  ct st sc spon m ofI M f Sprt Dprt M P PS MWrm  , B/( I  – 1/(!$1912"$%* 4(*)&; 

ctM  – $15 #%(/1!(!1&, #%(/1!(!1& +%B3$ ,7$6 !" %#!%)( 5*%$%2%-" TCP 1-1 !" %#!%)( 

5*%$%2%-" UDP; f –4"#$%$" B(!(*"011 5"2($%), 41#-% 5"2($%) (#%(/1!(!1:), B(!(*1-

*3(+78 ) #(23!/3; Sprt  – #($()%: 5%*$, # 2%$%*%B% %$#7-".$#& 5"2($7; Dprt  – #($()%: 

5%*$, !" 2%$%*7: %$#7-".$#& 5"2($7; stM  – +($%/12" #2"!1*%)"!1&; scP  – )(*%&$!%#$6 

3#$"!%)-(!1& 3#5(@!%B% TCP-#%(/1!(!1&. K"!!7: 5"*"+($* 1+(($ <!"4(!1( ) #-34"( 

*"#5*%#$*"!(!1& #($()%B% 4(*)& 5% 5*%$%2%-3 TCP; ) #-34"( *",%$7 5% UDP 5"*"+($* 

5%+(4"($#& 2"2 !(/%#$35!7:; PS  – *"<+(* 5"2($", 5(*(/")"(+%B% 5% #($1; 
spoofM  – +(-

$%/121 5%/+(!7 #($()%B% "/*(#" 1 5%*$".  

K"-(( %51@(+ +%/(-6 DDoS-"$"21:  

, , , , , , , , , sn p fm ooI T NP f Sprt Dad Dprt PDDoS D S MD , B/( I – 1/(!$1912"$%* "$"-

21; TDD – $15 DDoS-"$"21; NP – 2%-14(#$)% 5"2($%), 2%$%*%( !(%,8%/1+% %$5*")1$6 !" 

"$"23(+7: 3<(-; f – 41#-% 5"2($%), B(!(*1*3(+78 ) #(23!/3, 5"*"+($* f 1 NP %5*(/(-&-

.$ /-1$(-6!%#$6 "$"21 /AttackT NP f ; Sprt  – #($()%: 5%*$, # 2%$%*%B% %$#7-".$#& 5"-

2($7; Dad  – "/*(# !"<!"4(!1& (IP-"/*(# 2%+56.$(*"-=(*$)7); Dprt  – #($()%: 5%*$, !" 

2%$%*7: %$#7-".$#& 5"2($7; PS – *"<+(* 5"2($"; spoofM  – +($%/121 5%/+(!7 #($()%B% 

"/*(#" 1 5%*$". ;*1 )75%-!(!11 DDoS-"$"2 4"#$% 1#5%-6<3.$#& $(8!121 5%/+(!7 IP-

"/*(#" %$5*")1$(-&. L%-(( $%B%, !(2%$%*7( "$"21 %#!%)"!7 !" 5%/+(!( /"!!%B% "/*(#". 

:'0!1$ /!Q3,$R/'- R3S$).. J!%=(#$)% ,"<%)78 +(8"!1<+%) <"'1$7 5*(/-

#$")-&.$#& ) )1/( ,D TD CD , B/( TD  – $15 ,"<%)%B% +(8"!1<+" <"'1$7; CD  – 5"-

*"+($*7 +(8"!1<+" <"'1$7, % &CD n' . 

?15 +(8"!1<+" <"'1$7 %$ 1!9*"#$*32$3*!78 "$"2: 

, , , ,, , ,n m n m n m n mTD DWrm DfDDoS DAoR DAoDNS , B/( 
,n mDWrm  – +(8"!1<+7 <"'1$7 %$ 

*"#5*%#$*"!(!1& #($()%B% 4(*)&; 
,n mDfDDoS  – +(8"!1<+7 <"'1$7 %$ *"#5*(/(-(!!78 

"$"2 $15" «%$2"< ) %,#-3=1)"!11»; 
,n mDAoR  – +(8"!1<+7 <"'1$7 %$ "$"2 !" +"*@*3$1-

<"$%*7; 
,n mDAoDNS  – +(8"!1<+7 <"'1$7 %$ "$"2 !" DNS-#(*)(*", 5(*(+(!!"& n #-3=1$ 

/-& 1/(!$1912"011 $15" +(8"!1<+" <"'1$7 !" )(*8!(+ 3*%)!( 5*(/#$")-(!1& +%/(-1, 
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m %5*(/(-&($ 5"*"+($*7 <"/"!!%B% +(8"!1<+" <"'1$7 (!"5*1+(*, +(#$% *"#5%-%=(!1& 

+(8"!1<+" <"'1$7 ) #($1).  

F"##+%$*1+ $(%*($12%-+!%=(#$)(!!7( +%/(-1 ,"<%)78 +(8"!1<+%) <"'1$7 %$ 

*"#5*%#$*"!(!1& 2%+56.$(*!%B% 4(*)&: 

,n mDWrm DWrm(# , B/( DWrm(  +!%=(#$)% 5%/8%/%) /-& <"'1$7 2%+56.$(*-

!%: #($1 %$ *"#5*%#$*"!(!1& #($()%B% 4(*)&.  

,DWrm TW CW(  , B/( TW  – $15 ,"<%)%B% +(8"!1<+" <"'1$7, CW  – 5"*"+($-

*7 +(8"!1<+" <"'1$7.  

  2"4(#$)( ,"<%)78 2%+5%!(!$%) +(8"!1<+%) <"'1$7 %$ *"#5*%#$*"!(!1& 4(*)& 

+%=!% )7/(-1$6 $"21( 5%/8%/7, 2"2 /*%##(-1*%)"!1( )1*3#%), "!"-1< !(3/"4!78 #%-

(/1!(!1: 1 $./. ?%B/" 5*(/#$")1+ 
,n mDWrm  2"2: 

% &, , , , ,...n mDWrm VT FC TRW CB , B/( VT – +(8"!1<+ <"'1$7 !" %#!%)( 5%/8%/" 

«/*%##(-1*%)"!1( )1*3#%)» (Virus Throttling); FC – +(8"!1<+ <"'1$7 !" %#!%)( 5%/8%-

/" «"!"-1< !(3/"4!78 #%(/1!(!1:» (Failed Connection); TRW – +(8"!1<+ <"'1$7 !" %#-

!%)( 5%/8%/" «#-34":!%B% 5%*%B%)%B% 5*%8%=/(!1&» (Threshold Random Walk); CB – 

+(8"!1<+ %B*"!14(!1& 1!$(!#1)!%#$1 #%(/1!(!1: !" %#!%)( 2*(/1$%) /%)(*1& (Credit 

Base-based Rate Limiting). 

;*(/#$")1+ +%/(-1 +(8"!1<+%) <"'1$7 %$ DDoS-"$"2 2"2: 

, { , , , , , , , , ,n mDfDDoS IEF RBF SV HCF SIM SNd MTP SpA KmT  

, , , , , , , ,...}AcIn HsBs PMs HIPF SnK SlPs SOS DWD , 

B/( IEF – 91-6$*"01& )8%/&'(B% 1 1#8%/&'(B% $*"912" (Ingress/Edgress Filtering); 

RBF – 91-6$*"01& 5"2($%) !" +"*@*3$1<"$%*"8 (Router-Based Packet Filtering); SV – 

5*1!3/1$(-6!"& 5*%)(*2" "/*(#" %$5*")1$(-& (Source Address Validity Enforcement, 

SAVE); HCF – 91-6$*"01& 5% 2%-14(#$)3 8%5%) (Hop-count filtering); SIM – +%!1-

$%*1!B 1#8%/!78 IP "/*(#%) (Source IP Monitoring, SIM); SNd – %,!"*3=(!1( SYN-

5"2($%) (SYN detection); MTP – MULTOPS; SpA – #5(2$*"-6!7: "!"-1< (Spectral 

analysis); KmT – $(#$ M%-+%B%*%)"; AcIn – "2$1)!%( )<"1+%/(:#$)1( (Active Interac-

tion); HsBs – $*"##1*%)2" !" %#!%)( 8(@(: (Hash-based traceback); PMs – )(*%&$!%-

#$!7( #8(+7 +"*21*%)21 5"2($%) (Probabilistic packet marking schemes); HIPF – 

91-6$*"01& !" %#!%)( 1#$%*11 5%-34(!!78 IP "/*(#%) (History-based IP Filtering); 

SnK – #,*%# 5%-3%$2*7$78 #%(/1!(!1: (SYNkill); SlPs – Selective Pushback; SOS – 

1#5%-6<%)"!1( %)(*-(:!78 #($(: (Secure overlay service); DWD – %,!"*3=(!1( "!%-

+"-1: !" %#!%)( 5%/8%/" D-WARD. 

>'0Q'0 «,!(-,3% +$+)!/3 +!)$». ;%/8%/ «!(*)!"& #1#$(+" #($1» #-3=1$ /-& 

%,D(/1!(!1& ,"<%)78 5%/8%/%) 5% <"'1$( #($1 %$ 1!9*"#$*32$3*!78 "$"2 1 5*1<)"! 

3-34@1$6 18 >99(2$1)!%#$6. ;%/8%/ ,"<1*3($#& !" *"#5*(/(-(!!%+ +(8"!1<+( #,%*" 1 

%,*",%$21 1!9%*+"011 /-& %,!"*3=(!1& "$"2 1 5*%$1)%/(:#$)1& 1+.   2"=/%: ")$%-

!%+!%: #1#$(+( 1+(($#& #5(01"-6!7: #(*)(*, 2%$%*7: )75%-!&($ 93!2011 #,%*" 1 %,-

*",%$21 1!9%*+"011, 2%%*/1!"011 5%/2-.4(!!78 2 !(+3 3<-%) 1 %,+(!" /"!!7+1 %, 

"$"2"8 # #(*)(*"+1 ) /*3B18 #($&8. N<-7 )75%-!&.$ 93!2011 %,!"*3=(!1& 1 ,-%21-

*%)21 "$"2, " $"2=( 5(*(/"41 1!9%*+"011 %, %,!"*3=(!!78 "$"2"8 !" #(*)(* 2 2%$%*%-

+3 %!1 5%/2-.4(!7. 

A#5%-6<3(+ $(%*($12%-+!%=(#$)(!!%( 5*(/#$")-(!1( /-& %5*(/(-(!1& +%/(-1 

«!(*)!%: #1#$(+7 #($1». ;*(/#$")1+ «!(*)!3. #1#$(+3 #($1» ) )1/( ,NN NS NH , 
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B/( NS –  #(*)(*" «!(*)!%: #1#$(+7 #($1»; NH –  3<-7 !(*)!%: #1#$(+7 #($1, !"5*1+(* 

+"*@*3$1<"$%*7. 

O(*)(* «!(*)!%: #($1» #%/(*=1$ ) #(,( #-(/3.'1( +%/3-1: 

, , , , ,NS IM PM EM CM DM sDB , B/( IM – ,-%2 %,+(!" /"!!7+1 # 3<-"+1 «!(*)!%: 

#($1»; EM – ,-%2 %,+(!" /"!!7+1 +(=/3 #(*)(*"+1 «!(*)!%: #1#$(+7 #($1»; DM – 

,-%2 5*1!&$1& *(@(!1: 1 %5*(/(-(!1& %$)($!%: *("2011; sDB – ,"<" /"!!78. 

F"##+%$*1+ ,%-(( 5%/*%,!% ,-%2 5*1!&$1& *(@(!1: 1 %5*(/(-(!1& %$)($!%: *(-

"2011: , , , , , , ,pm cm bkTrDM PM CM dEE dBE dAD F F F , B/( PM – +%/3-6 5*1%*1$(<"011 

5%-34(!!78 /"!!78; CM – +%/3-6 2%**(-&011 5%-34(!!78 /"!!78 +(=/3 #%,%:; dEE – 

+%/3-6 %,+(!" /"!!7+1 # /*3B1+1 #(*)(*"+1 !(*)!%: #1#$(+7 #($1 1 3<-"+1 -%2"-6-

!%: !(*)!%: #1#$(+7 #($1; dBE – +%/3-6 %,+(!" 1!9%*+"01(: # ,"<%: /"!!78 #(*)(*"; 

dAD – +%/3-6 5*1!&$1& *(@(!1:; pmF  – 93!201&, %51#7)".'"& *",%$3 +%/3-& 5*1-

%*1$(<"011; cmF  – 93!201&, <"/".'"& *",%$3 +%/3-& 2%**(-&011; bkTrF  – 93!201&, %5-

*(/(-&.'"& 93!201%!1*%)"!1& +%/3-& ,-%21*%)21. 

;*(/#$")1+ 3<(- «!(*)!%: #($1» ) #-(/3.'(+ )1/(: 

, , ,NH AG TR NT HD , B/( AG – +%/3-6 #,%*" 1!9%*+"011 # #(!#%*%); TR – 

+%/3-6 %,+(!" /"!!7+1 # #(*)(*%+ «!(*)!%: #1#$(+7 #($1»; NT – +%/3-6 %,+(!" /"!-

!7+1 +(=/3 3<-"+1 «!(*)!%: #1#$(+7 #($1»; HD – +%/3-6, *("-1<3.'1: %,*",%$23 

$*"912". 

;%/*%,!(( %#$"!%)1+#& !" +%/3-( %,*",%$21 $*"912": 

, , , ,HD RP CP VD nDB RA , B/( RP – ,-%2 5(*(!"5*")-(!1& 5%$%2%), )75%-!&.'1: 

*"</(-(!1( $*"912" !" 5%$%21 #%B-"#!% "/*(#3 %$5*")1$(-& 1 "/*(#3 5%-34"$(-&; CP – 

,-%2 2-"##1912"011 5"2($%) %5*(/(-&($ 5*%$%2%- 1 $15 5"2($7 (<"5*%# !" #%(/1!(!1(, 

5"2($ # /"!!7+1 1 $.5.); VD – ,-%2 "!"-1<" 1 5*%$1)%/(:#$)1&; nDB – ,"<" /"!!78 3<-"; 

RA – ,-%2 #/(*=1)"!1& "$"2. 

K-& %5*(/(-(!1& #)&<(: +(=/3 2%+5%!(!$"+1 «!(*)!%: #1#$(+7 #($1» 5*(/#$"-

)1+ 18 ) )1/(: { , }DE Nd P , B/( Nd – )<"1+%/(:#$)3.'1( #3,D(2$7, P – $15 #)&<1. 

O)&<6 +(=/3 #(*)(*"+1 «!(*)!%: #1#$(+7 #($1» %5*(/(-&($#& ) )1/(: 

, 1 2{( , ), 3}S S AS ASDE S S IFSec , B/( 
1ASS  1 2ASS  – #(*)(*" «!(*)!%: #($1», +(=/3 2%$%*7+1 

3#$"!%)-(!" #)&<6, IFSec3 – $15 5*%$%2%-", 5%#*(/#$)%+ 2%$%*%B% %#3'(#$)-&($#& 

)<"1+%/(:#$)1(. O(*)(*" %,+(!1)".$#& -%2"-6!7+1 «/(*()6&+1» 1-1 «B-%,"-6!7+1 

/(*()6&+1» (<"/".'1+1 $*"##7 )*(/%!%#!%: "2$1)!%#$1), !(%,8%/1+7+1 /-& 5%#$*%(-

!1& +"*@*3$" 5*%8%=/(!1& )*(/%!%#!%B% $*"912" %$ "$"23.'(B% 2 "$"23(+%+3. 

O)&<6 +(=/3 #(*)(*%+ 1 5%/41!(!!7+1 (+3 3<-"+1 5*(/#$")-&($#& ) )1/(: 
{1.. }

, 1 1{( , ), 2}n

S N AS ASDE S N IFSec , B/( 
1ASS  1 {1.. }

1

n

ASN  – #(*)(*" 1 3<-7, +(=/3 2%$%*7+1 3#$"-

!%)-(!" #)&<6, 2IFSec  – $15 5*%$%2%-", 5%#*(/#$)%+ 2%$%*%B% %#3'(#$)-&($#& )<"1+%-

/(:#$)1(. N<-7 5(*(/".$ /"!!7( #(*)(*"+ % /($(2$1*%)"!!78 "$"2"8 1 5%-34".$ 2%-

+"!/3 !" ,-%21*%)23 3<-%). 

O)&<6 +(=/3 3<-"+1 !(*)!%: #($1 )!3$*1 %/!%: 5%/#($1 5*(/#$")-&($#& ) )1/(: 
1

, 1 1{( , ), 1}n

N N AS ASDE N N IFSec , B/( 1

1ASN  1 1

n

ASN  – 3<-7, +(=/3 2%$%*7+1 3#$"!%)-(!" 

#)&<6, 1IFSec  – $15 5*%$%2%-", 5%#*(/#$)%+ 2%$%*%B% %#3'(#$)-&($#& )<"1+%/(:#$)1(. 

N<-7 !(*)!%: #($1 %,+(!1)".$#& /"!!7+1 %, %,!"*3=(!!78 "!%+"-1&8, /-& /($(2$1-

*%)"!1& )*(/%!%#!78 5%$%2%).  

 (!03 $/$)3#$',,'2' /'0!1$('-3,$% $ T"+4!($/!,).. K-& *("-1<"011 

5*(/-"B"(+%B% 5%/8%/", ) 2"4(#$)( %#!%)!%B% 1!#$*3+(!$" 1##-(/%)"!1&, *"<*","$7)"-

($#& 1!#$*3+(!$"-6!"& #*(/" /-& +%/(-1*%)"!1& #($()78 5*%0(##%) ) %,-"#$1 1!9%*-



 !"#$% 1 &!'(!)$*!+"$! '+,'-. $ /!)'0'1'2$%  

$/$)3#$',,'2' $ "'/41!"+,'2' /'0!1$('-3,$% 

 

 

 !!"#-2011 310 

+"01%!!%: ,(<%5"#!%#$1. H*81$(2$3*" #*(/7 <"/"($#& ) )1/( 1(*"*811 *"<-14!78 +%-

/3-(: 1 )2-.4"($ ) #(,& #1#$(+3 +%/(-1*%)"!1& /1#2*($!78 #%,7$1:, " $"2=( *&/ 

2%+5%!(!$%), 2%$%*7( *("-1<3.$ #3'!%#$1 ,%-(( )7#%2%B% 3*%)!& +%/(-1*%)"!1&. 

E1=!1: 3*%)(!6 #*(/7 +%/(-1*%)"!1& MS, )2-.4"($ ) #(,& 5-"!1*%)'12 Sc, 

5%#*(/#$)%+ 2%$%*%B% #%,7$1&+ Ev <"/"($#& )*(+& )7<%)" T. O%,7$1& %5(*1*3.$ #3'-

!%#$&+1 En, 2%$%*7( %,(#5(41)".$ )<"1+%/(:#$)1( +!%=(#$)" >-(+(!$%) )(*8!18 

3*%)!(:. ;*%+(=3$%4!7( 3*%)!1 *("-1<3.$ +%/(-1, 8"*"2$(*1<3.'1( *",%$3 3<-%) ) 

#($1 A!$(*!($, !"5*1+(* #($()7( 5*%$%2%-7, $15%)7( 3<-7 1 5*1-%=(!1&. O 18 5%+%-

'6. %#3'(#$)-&($#& 93!201%!1*%)"!1( #-%() ,%-(( )7#%2%B% 3*%)!&, %5*(/(-&.'18 

+(8"!1<+7 "$"21 1 <"'1$7.  

O 1#5%-6<%)"!1(+ #1#$(+7 +%/(-1*%)"!1& OMNeT++, ,1,-1%$(2 INET Framework, 

ReaSE 1 #%,#$)(!!78 5*%B*"++!78 2%+5%!(!$ 5*(/-"B"(+"& "*81$(2$3*" ,7-" *("-1<%)"-

!" /-& +%/(-1*%)"!1& 1!9*"#$*32$3*!78 "$"2 1 +(8"!1<+%) <"'1$7 %$ !18.  

K-& %0(!21 *("-1<%)"!!78 +%/(-(: 1!9*"#$*32$3*!78 "$"2 1 +(8"!1<+%) <"-

'1$7 ,7-1 5*%)(/(!7 >2#5(*1+(!$7. ;*%)%/1-1#6 >2#5(*1+(!$7 5% *("-1<"011 $"218 

"$"2, 2"2 *"#5*%#$*"!(!1( 2%+56.$(*!%B% 4(*)& 1 *"#5*(/(-(!!"& "$"2" $15" «%$2"< ) 

%,#-3=1)"!11».   2"4(#$)( +(8"!1<+%) <"'1$7 1#5%-6<%)"-1#6 +%/(-1 !" %#!%)( 5%/-

8%/%) Failed Connection, Virus Throttling, HCF, SIM, SAVE, SYN detection, " $"2=( 5%/-

8%/ «!(*)!"& #1#$(+" #($1». J%/(-1 +(8"!1<+%) <"'1$7 1+(.$ !"#$*"1)"(+7( 5"*"-

+($*7, 5%<)%-&.'1( 5*%1<)%/1$6 5%1#2 !"1,%-(( >99(2$1)!78 2%!91B3*"01:. 

O$*"$(B11 *"#5*%#$*"!(!1& #($()%B% 4(*)& %0(!1)"-%#6 5% 5*%0(!$3 <"*"=(!-

!78 3&<)1+78 2%+56.$(*%) %$ %,'(B% 2%-14(#$)" 3&<)1+78 2%+56.$(*%).  75%-!(-

!1( "$"21 $15" «*"#5*(/(-(!!7: %$2"< ) %,#-3=1)"!11» %0(!1)"-%#6 5% 2%-14(#$)3 

5"2($%), 5*18%/&'18 !" 0(-()%: 3<(- ) #(23!/3. M"4(#$)% *",%$7 +(8"!1<+%) <"'1$7 

%5*(/(-&-%#6 5% 41#-3 %@1,%2 5(*)%B% 1 )$%*%B% *%/", $.(. 2%-14(#$)3 -%=!78 #*","-

$7)"!1: (FP) 1 2%-14(#$)3 5*%53'(!!78 5"2($%) 1< "$"23.'(B% $*"912" (FN).  

P2#5(*1+(!$7 5%2"<"-1, 4$% ) %/1!"2%)78 3#-%)1&8, 2%+,1!"01& +(8"!1<+" 

<"'1$7 «!(*)!"& #1#$(+" #($1» 1 ,"<%)78 +(8"!1<+%) <"'1$7 /"($ +(!6@(( 2%-14(#$-

)% -%=!78 #*","$7)"!1:, 5%<)%-&($ #(*6(<!% #!1<1$6 2%-14(#$)% <"*"=(!!78 2%+56.-

$(*%) ) #-34"( *"#5*%#$*"!(!1& #($()%B% 4(*)& 1 ,%-(( >99(2$1)!3. 91-6$*"01. "$"-

23.'(B% $*"912" ) #-34"( )75%-!(!1& "$"21 $15" «*"#5*(/(-(!!7: %$2"< ) %,#-3=1-

)"!11». 

H3"1N*!,$!. E" %#!%)( 5*(/#$")-(!!%B% $(%*($12%-+!%=(#$)(!!%B% 5%/8%/" 

5%#$*%(!7 1+1$"01%!!7( +%/(-1 1!9*"#$*32$3*!78 "$"2 !" 2%+56.$(*!7( #($1 1 +(-

8"!1<+%) <"'1$7 %$ !18, ) $%+ 41#-( 1+1$"01%!!"& +%/(-6 «!(*)!%: #1#$(+7 #($1» 1 

+%/(-6 2%+56.$(*!%: #($1, )75%-!&.'(: *%-6 #*(/7 )<"1+%/(:#$)1& #$%*%!7 "$"21 1 

<"'1$7. O 5%+%'6. #1#$(+7 +%/(-1*%)"!1& OMNeT++, ,1,-1%$(2 INET Framework 1 

ReaSE 5*(/#$")-(!!7( +%/(-1 1#5%-6<%)"-1#6 /-& #%</"!1& #*(/7 1+1$"01%!!%B% +%-

/(-1*%)"!1& "$"2 !" 2%+56.$(*!7( #($1 1 +(8"!1<+%) <"'1$7 %$ !18. O 5%+%'6. *"<-

*",%$"!!%: #*(/7 1+1$"01%!!%B% +%/(-1*%)"!1& ,7-1 5*%)(/(!7 >2#5(*1+(!$7 5% 

*"#5*%#$*"!(!1. #($()%B% 4(*)&, )75%-!(!1& "$"2 $15" «*"#5*(/(-(!!7: %$2"< ) %,-

#-3=1)"!11» 1 +(8"!1<+%) 5*%$1)%/(:#$)1& 1+.  

 


